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U.E. ACUMA, INTRE BREXIT, VISEGRAD SI PROBLEME ENDEMICE



5G : CAND TOATE PARADIGME ALE SECUR!TATII SE VOR SCHIMBA ...
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5G, 01/2020 (in 15 lunil) : PESTE 80% din
date vor fi accesate de catre cele mai slabe
verighe ale securitatii: omul si smc:r’rphone
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5G, 01/2020 (IN 15 LUNI!) : PESTE 80% DIN DATE
VOR ACCESATE PRIN SMARTPHONE : DE CE 2
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METOADA «MULTAM SMARTPHONE» ACUM :

Social engineering Dropper install Payload Install

Spreading links through  Dropper installed as a Dropper downloads  Payload receives commands
chats such as facebook regular APK, asking for custom payload based from C&C server and
messenger user permissions on the user's existing apps sends the results
and pretends to update to a staging server
one of them



ALL-LIFE
CAPACITY
BUILDING
IN OWN FIELD

SECURITY CULTUR

COMMON BACKGH

STATE INSTUTUTIONS
PRIVATE COMPANIES
(in-depth levels according to
function inside the
company/institution)

STATE INSTUTUTIONS
PRIVATE COMPANIES
(CITIZENS FOR THEIR e-LIFE)

STATE, INSTUTUTIONS
PRIVATE COMPANIES
ALL CITIZENS
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NORMATIVE (NEAPLICATE / APLICATE) SI CONSECINTE :
TRAIM CU 3 « CATASTROFE » :
1/DIRECTIVA NIS 2/LEGE DE BAZA CYBER 3/GDPR

Directiva NIS : Neconstitutionala in forma propusa (RO + 17 tari UE)
Irealizabila in iv:in. 5 tari UE unde este adoptata in lege

Lege fundamentala « Cyber » : Teuumatismul legii « Big Brother » din trecut

= Poli’ie nu are probleme, toate cele alte forte de
ordine au



(« CATASTROFA » GDPR : Prost explicata, o directiva sanatoasa
(dar depasita) a generat in mai mult de 15 tari din UE...
un castel in desert (extrem de scump in noi angajati si in tehnologii)
inserat intr-un sistem de securitate arhaic / vulnerabil/ inexistent.



sa numai vorbim de investitii Tn
securitate in urmatorii doi-trei cni, pentru ca intdi trebuie
sd amortizam costuri ai cheliuieli sustinute «din vina»

GDPR



Rechizite pentru a deveni o putere cyber
(adica puteri conventionale necesare care
trebuie s fie TOATE pe « verde » )



1. ECONOMIC POWER : RICH FULL OF DEBTS
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1. ECONOMIC POWER : PRIVATE CRASHED BY DEBTS




1. ECONOMIC POWER : « PEANUTS » RESERVES



2. SOCIAL POWER & ABANDON OF DEMOCRACY : CONSEQUENCES

Romanian Parliaoment
elections 2016 : voters :
39,5% of the electorate.
Main party (PSD)
governs with approval

of 17.69% of the
electorate(a little bit
more than 20% with its
ally, ALDE).




2. SOCIAL POWER & ABANDON OF DEMOCRACY : CONSEQUENCES
LESS THAN 509% STILL BELIEVE THAT TO VOTE IS IMPORTANT




3. DEPENDENCIES

(A




4. BAD GOVERNANCE : MAD AGRICULTURE




4. BAD GOVERNANCE : MAD AGRICULTURE




4. BAD GOVERNANCE : SUICiDE OF EDUCATION

Youth unemployment rate by country

(Russia : 16%, China : 10.8%; israel : 9.4; USA : 8.4)










LEADER CODAS

® UE traieste cu o bunastarea DIN TRECUT
si cu CONSUMATORI (VARSTNICI)

® UE eteTOTAL dependenta de impoituri in IT&Ci
® UE nu este autarhica in energie
® UE nu este autarhica in hrann

® UE nu este autarhica in ecnipamente militare

® Europa (exc. UK si CH} =ste FOARTE DEPATE
/ de la Top Shanghai si de la Top 50 Best Universities Rankings




6. <« CYBER »

DE O 100 « common use »
Unelte Hard /Soft folosite in lume

f Dependenta in IT&C Tech > 80%






