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CERT-RO

Romania

Un CERT foarte tanar dar deja dat

ca un exemplu de bune practici de
catre UE si de catre ITU, si carea
este deja "mentor” pentru tari
care au creat recent sau sunt

infaza de implementare a unui

CERT.




Romania

O Institutie (SRI) care este in
contact permanent si face o
treaba excelenta cu toate

companiile care sunt clasificate

in grupul de ,infrastructura

critica"




Unul dintre cele mai capabile

departamente de securitate

cibernetica europeana in cadrul

Politiei Nationale.

Romania
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Made In

Romania

Un procuror DIICOT pentru
criminalitate informatica are un
record de premii europene si
internationale consecutive, fiind
recunoscut ca "cel mai bun procuror

al anului" In acest domeniu.




Made In

Romania

Romania este singura tara care nu

este o super-putere dar care are un

antivirus in top 3 mondial (Bidefender)

Seful tehnic Kaspersky Labs
este Roman

Avira este conceput in masura

de 80% in Romania

(X, AVIRA
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Romania
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Aproape cinci milioane de
romani au rotunjit conturile
retailerilorin "Vinerea Neagra"
din acest an, sesiunea de
shopping indicand un bilant
orovizoriu al vanzarilor de
peste 300 de milioane de lei. Pe
ista de achizitii, cu reduceri de
nana la 80%, s-au regasit atat
autoturisme de lux, cat si
aparatura electronica de ultima

generatie.

Agerpres 2014/11/24




Ce credeti ca cumparati




Ce ati cumparat







Distributia alertelor pe clase (categorii) de alerte

* Vulnerabilities
* CyberAttacks
" Botnet

35.657.806

42.146.259

/1 \\_284.158
41.153 _/

160.304 I"% 465.288 CERT-RO

* InformationGathering ¥ Malware
* AbusiveContent ¥ Fraud




Ex. 1 : Iincrederea naiva a utilizatori pe Social Nerworks
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address name name ard thepet  where
Father's they meet
names their Jlans, strategizs  Projects on different new Productsin
spouses technologies progress/unreleased

Dupa 30 mn. de chat sidupa 2 ore... HELP!!!
pe un forum Linkedin ...
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SECURITY NEWSWIRE

McAfee Reports 200 New Computer
Attacks Per Minute in 2013







2015

Threats Predictions

McAfee Labs

A recent study by HP foun|d alarming security statistics in the loT space.
Of 10 popular devices tested:*

DBOCE
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contained security holes or risks of did not require collected at allowed an
exposures compromising the passwords least one piece attacker to identify
home network, on of sufficient of personal a valid account
average, found for complexity and information through account

each device length enumeration




Schema simplificat

ATTACK

TAKE CONTROL

STEAL INFORMATION | SEl

Controls for smart door locks and
lighting systems can be vulnerable.

Door locks
have been
unlocked
remotely.

1

Infotainment
systems offer
multiple ways
intoacar's
electronics.

can be

Malware-
infested
refrigerators
have sent
spam.

Pacemakers

attacked

Personal-fitness
devices can tell
a hacker where
you are.

" &
O

l remotely.

High-capacity .

insulin pumps
are vulnerable.

Hacked vehicle-
control systems
can allow remote
control of brakes.
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Now e-cigarettes can give you malware

our lungs, worse for your hard drives, e-cigarettes can potentially
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De neratat!

GTVHACKER PRESENTS:

B GTVACKER PRODUCTION

HTTP://DC22.GTVHACKER.COM

o
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Hack All The Things: 20 Devices in 45 Minutes
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The aim: fulfilling a national and international priority

f) promovarea si dezvoltarea
cooperarii intre sectorul public si
cel privat in plan national,
precum si a cooperarii
internationale in domeniul
securitatii cibernetice

culturii  de
populatiei prin
constientizarea fata de
vulnerabilitatile, riscurile si
amenintarile provenite din spatiul
cibernetic si necesitatea asigurarii
protectiei sistemelor informatice
proprii

g) dezvoltarea
securitate a

(Romanian National Cibernetic
Security Strategy and Action Plans
to develop the national system of
security, adopted as n. 271/2013 )

A [

CYBERSECURITY IN ROMANIA
CONFERENCE

“EU reaffirms the importance of all
stakeholders in the current Internet
governance model and supports this
multi-stakeholder governance
approach" (p. 4)

"The Commission invites industry to
promote cybersecurity awareness at all
levels” (pp. 8-9)

(Cybersecurity  Strategy of the
European Union: An Open, Safe and
Secure Cyberspace) 2013

"The Strategy we are launching today
sets out a number of priorities to
improve IT systems, reduce cyber crime,
and establish an international
cyberspace policy for the EU (...) It
means working closely with our
international partners, the private
sector and civil society”

(EU HR Catherine Ashton press release
on EU's Cyber Security Strategy) 2013




Cele mai bune raspunsuri pentru cea mai mare provocare
a mediului de afaceri la nivel mondial, in Romania, la Sibiu!

Growth

Speakers

+18 (+96.5%)

- Speakers state

+3  (+18%)

- Speakers
academics

+5  (+500%)

- Speakers private
sector

(+ 166%)

- Speakers from
abroad

(+175%)

Participants

+85 (+118 %)

Total

+ 106 (+105%)

la dispozitia Dvs.!

Un dialog neutru care va va permite sa aflati si sa determinati
cele mai potrivite solutii pentru compania Dvs.!
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together with Presents: CYBERSECURITY IN ROMANIA
[ — h CAIET 0| CONFERENCE
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A Central European
Public-Private Dialogue Platform

September 24-25, 2015, Sibiu, Romania
https://cybersecurity-romania.ro

Under the aegis and with the support of:

Schweizerische Eidgenossenschaft
Confédération suisse

Svizzera
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de Suisse en




"Best security event organized this year in Romania"
(Bitdefender team)

"Warm welcome, excellent participants and fine social moments"
(Gabriel Mazilu, Cyberint, SRI)
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"Personal touch of the organizer, looking after every single details
to makea smooth organization of the conference.
Simply the best. Keep up with the great spirit that you have."
(Besnik Limaj, Team Leader, ENCYSEC EU project)




Since 2014: ».Qk

CYBERSECURITY IN ROMANIA
CONFERENCE

for non-technical decision makers, allowing
them to participate actively in the congress




(made) aware ! decision-makers & high staff from:

yritatea Nationala pentru Administrare
|P9 gle T are Tn Comunicatii
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INSPECTIA MUNCII

INSPECTORATUL
TERITORIAL
DE MUNCA SIBIU

itmsibiu@itmsibiu.ro




Launched in March 2015: CYBERSECURITY TRENDS

The first Romanian-language general-public oriented quarterly journal -
printed edition on subscription and full online version 100% FREE.

Same concept as for the congress:

State and independent analysts, providers. Useful links, tools & bibliography

o SWiss webacadem
w Cramstcom
A Concept Editorial Trends Interviu Exclusiv CoverStory Market Biblio Revista Online Contac
Trends
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CYBERSECURITY TRENDS
PERMANENT
STATE PARTNERS
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CYBER SECURITY
AWARENESS

CEL MAI MARE EVENIMENT DE CONSTIENTIZARE PUBLICA DIN ROMANIA

Didlog cu experti nationdli si internationdli, publici si privati,
Live demos Interactive, Videoclips, si multe surprize (ne)pldcute!

SIBIU, CASA DE CULTURA A SINDICATELOR,
MIERCURI, 23 SEPTEMBRIE 2015

SIBIU, CASA DE CULTURA A SINDICATELOR,
MIERCURI, 23 SEPTEMBRIE 2015

la fiecare sedinta!
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CYBERSECURITY
IN ROMANIA

CYBERSECURITY
IN ROMANIA




Nothing in the world
Is more dangerous
than sincere ignorance
and
conscientious stupidity







