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CYBERSECURITY WITHIN THE PRESIDENCY OF THE COUNCIL OF THE
EUROPEAN UNION (PCUE)

= |nternet access and security

= HA systems arhitecture and resilient services
= Redundancy and upgrade of traffic capacity
= Apps development

= Audit services and security assessments

= Cyber security management services, security risk
analysis

= Collaboration with other cyber units
= Technical support

SPECIALTELECOMMUNICATIONS SERVICE 3June 2019




romania2019.eu TRAFFIC

romania2019.eu - Trafic romania2019.eu - Trafic romania2019.eu - HTTP Code 404
A A
Value % Count + Value % Count
Top 10 values . £ - . Top 15 values
RO 5198% 3424046 Y Nl W RO MI6% 910
s B4 555010 ) ¥ Aal el P Aol e P, Aa Us nSH N5
B TOM% 464657 . S : ;‘,:.;. ﬂ af | S : N 180% 10316
D 180 256983 J D 26 2
i 1% 207 i 2% 1993
G 108% 203511 vi 154 1342
m 213 140666 N 4% 130
B 165% 108708 1 127% 110
NL 14% 9348 RU 108 941
— o Leaflet| @ OpenStreetilap contributors bas .
Others 2 minutes ago >0 NiA 081%

SPECIALTELECOMMUNICATIONS SERVICE 03.06.2019



romania2019.eu - Overview of hits
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Distribution of the country-level hits on the information portal www.romania2019.eu

SPECIALTELECOMMUNICATIONS SERVICE 3 June 2019



PCUE - SERVICES AND EVENTS
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TOP PCUE SECURITY EVENTS

H Code Injection M Brute Force File Inclusion M DirectoryTraversal ' Remote Code Execution M Vulnerability Scanning
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TOP SUMMIT UE - SIBIU SECURITY EVENTS
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DETECTED MALWARE ATTACHMENTS

TOP Atasamente

Masamente @ | AtasamenteMatvare @

Document_BT24PDF iso (8)
MNEW_PurchaseQrder88378A270519_PO_Schenker_Vietnam.arj (4)
IMPORT_SEA FREIGHT_FOB_zip.arj (4)

RFQ for P-GUGS-MR-CH-106_Level Gauge_Rev C.DOC (4)
S0-D0C-78606244-20190005.72(3)

QUO-4500660036-20190005.72(3)

Payment Advice rar (2)

ARRIVAL NOTICE OF CARGO AND ATTACHED INVOICEBILL OF LADING zip.arj (2)

17103 SINGLE CUSTOMER CREDIT - PAYMENT ADVICEIMG (2)

o
-
=
=

SPECIALTELECOMMUNICATIONS SERVICE 03.06.2019




SERVICES AVAILABILITY and WEB APPS SECURITY
MONITORING

www. stsisp.ro
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SERVICIUL DE TELEE IMUNITCATH SPEGIALE

organizeaza, conduce, desfasoara, contralegzs s coprdonedza
activitatile in domeniul telecomu r1||_-::l._||iar SPEGRE
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2
CONCLUSIONS P

= Guarantee the protection and confidentiality of the communications
and services provided by STS

= High level of technology knowledge and cyber team expertize

= No captivity to cyber solutions, a large stake is internally developed
by STS

= Security incident response capabilities achieved by collaboration and
sharing of information with similar entities
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THANK YOU
FOR YOUR ATTENTION '/
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