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Why is Artificial Intelligence such a hot topic?
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(R)Evolution is unavoidable

Higher speed Complementarity man-machine

ImprovementPotential
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Civil - military = same risks
Act on external providers

Target global systems/networks

Disturb management/conduct

Use human errors

Create dysfunction
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Artificial Intelligence: why is it a problem?

What comes in mind first 
What is really dangerous
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Artificial Intelligence: the real dangers
Uncontrolled automated learning
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Artificial Intelligence: the real dangers

Very fast action-reaction
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Artificial Intelligence: the real dangers

New types of attacks

(including chatting between computers)
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Artificial Intelligence: the real dangers

Available to many actors
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Artificial Intelligence: the real dangers

Connecting enormous amount of data
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Artificial Intelligence: the real dangers

Improving social engineering
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Artificial Intelligence: the real dangers

Creating falsified content

(including videos)
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Artificial Intelligence: the real dangers
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Artificial Intelligence: the real dangers

December 2016:
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Artificial Intelligence: the real dangers
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Artificial Intelligence: the real dangers

Finding and using all vulnerabilities
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Summary

Very fast action-reaction

Uncontrolled automated learning

New types of attacks

(chatting between computers)

Connecting enormous amount of data

Improving social engineering

Finding and using all vulnerabilities

Creating falsified content

(videos)

Available to many actors
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Ways to cheat AI
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Necessary security measures

Control development
and use of AI
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Necessary security measures

Permanent and
collective effort
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Necessary security measures

Train, again and again
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Necessary security measures

Protect networks
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Necessary security measures

Handle new as well
as old threats
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Necessary security measures

Improve resilience
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Necessary security measures

Adapt to potential
of machines
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Necessary security measures

Promote multidimensional
security
(profiles)
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Necessary security measures

Implement flexible
Leadership (anticipation)
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Necessary security measures

Cooperation for security
(information sharing)
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Necessary security measures: Summary

Handle new as well as old threats

Adapt to potential of machines

Train, again and again

Promote multidimensional security
(platform)

Cooperation for security
(information sharing)

Protect networks

Improve resilience

Implement flexible command

Control development and use of AI
Permanent and collective effort
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Contacts and Q&A

• marc-andre.ryter@vtg.admin.ch
• +41 58 463 16 70


