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AGENDA

●Consecintele atacurilor cibernetice

in retele industriale

●Ce presupune o retea industriala?

●Bune practici in materie de 

aparare cibernetica
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Cateva incidente
recente
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Arhitectura
unei retele
industriale
“simplificata” 
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Care sunt problemele?

• Echipamente nesecurizate prin design

• Capabilitatile ofensive sunt mai simplu

de implementat decat credem

• Managementul riscului e complex

• Lipsa vizibilitatii



Tehnologiile moderne de automatizare au nevoie de 
conectare la retea

Digitalizarea si Industria 4.0 extind suprafata atacului

Energy, Manufacturing, 

Transportation, Process 

Industries

TODAY
Industrial Control Systems (ICS)

TOMORROW
Industrial Internet of Things (IIoT)

SMART GRIDS
SMART CITIES

DISTRIBUTED DEVICES
INTELLIGENT BUILDINGS

INDUSTRY 4.0

SMART INDUSTRY
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Bune practici

• Tehnologii

• Procese

• Oameni



Ioana Manea
ioana.manea@arcticstream.ro

Va multumesc!


